HEH2 M P24 505 B % 4l Vol.11  No.2
202544 A Chinese Journal of Network and Information Security April 2025

E TR S AANT XX R E T A

Kik, E73
CGRINKET TS A 228, T2 Y1 518060)

i . BRGSO IEARTR 5 2 30X LA M52 o BUE TR SO BT SCAR 1 AR 1 7 v 3 BER
17 MR & 7 S5 7 3, AR TR B e VR RO B TN R Y I, 0 40 SCA R R B 3 08 i 3 500 A
R PERN AT S e N B, AT AR BRI P SCAR IR 22 TSSO PSR TR SN EAR T 2EH T
Hac. [, ERETRT, SRR Z 5 800 DA B s TR X B sCAs . T R SCCAR S BT SS
PEH T — P T AR S SR R SO PO O . (ER G wE R, 2R — R E B
BT, RS A A SRR T —ME A T S RN i, USRI BUCAR I AR . SRR
WEH, BSOS AR S, PR I vEAE A A S S 4R I ZR W LSTM. (long short-term memory) F1
BERT (bidirectional encoder representations from transformers) %Y X gesh R B E T, FE, poshik
T BN EGA) T, R T R AR R, TR RIS IR B 97% IR UL, B BAR T
Bk

KR PR PUCARA R BT

HhESES: TP393

XEkFRERE: A

DOI:10.11959/5.issn.2096-109x.2025026

Chinese adversarial text generation method
based on punctuation insertion

ZHANG Qian, YAN Qiao

College of Computer Science and Software Engineering, Shenzhen University , Shenzhen 518060, China

Abstract: The susceptibility of natural language processing models to adversarial texts has been a significant con-
cern. Current methods for generating adversarial texts in Chinese were mainly based on replacing characters with
visually similar or homophonic ones. However, when faced with robust pre-trained models, these methods led to in-
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plicable to Chinese. Additionally, in a black-box scenario, the lack of prior knowledge made it difficult to generate
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high-quality adversarial texts. A punctuation-based method for generating adversarial texts for Chinese text classifi-

cation tasks was proposed. Under a black-box setting, a novel part-of-speech importance calculation was utilized

and combined with punctuation insertion to design a character-level perturbation approach suitable for Chinese,

achieving the generation of adversarial texts. Experiments were conducted, and the results demonstrated that for

text classification tasks, the proposed method significantly improved the attack success rate on LSTM and BERT

models trained with two real-world datasets. Furthermore, the method successfully avoided direct destruction of the

original sentences and maintained the original meaning. In the tests, a semantic similarity of up to 97% was

achieved, which was significantly better than the baseline methods.

Keywords: Chinese text classification, adversarial text generation, black-box attack
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PRELF, TAMESEL={1,0, -, Lo} s

Output: & HEHFF51 0

1) N={1:0, 0, -, L,:0} :

2) N'={1,:0, 1,0, -+, 1,:0} 5

3) forx,in D do

4) x; =lac(x) = {w,w,, ==-, w,};
5) for w;in x do

6) k=lac(w,);

7) NIk]++;

8) if F(x;)# F(xi/wl)then
9) NTk++

10) end if

11) end for

12) end for

13) for each key /i in L do

14) Ik = N[li] / N'[li]

15) end for

16) O =Sort(L) by /

17) return Q
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1) X, =X=lac(x)= {w, Wy, W}

2) forw,inx do

3) I, via Eq.(7)

4) end for

5) Createset Wvial,

6) forw,in Wdo
7) C < Tran(w),)
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8) for ¢, in C do
9) XE=c,—winX,,
10) Y, = FX)
11) P, =Fy(X")12: end for
13) if ¥, # Y then
14) X =X'
15) return X,
16) else if P Yk(Xadv) > P, then
17) X =X'
18) end if
19) end for
20)  end for
21)  return None
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1) ‘Xadv :X: lac('x) = {WUWZ’ R Wn}
2) W =sort(X) via Q
3) forw,in Wdo

4) C < Tran(w))
5) for ¢, in C do
6) X=c, = win X,
7) Y, =F(X"
8) if Y, # P, then
9) X=X’
10) return X,
1) else
13) X4, = random(X")
14) end if
15) end for
16) else if P Yk(Xadv) > P, then
17) Xo=X'
18) end if
19) end for
20) end for
21) return None
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